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» Security Backgrounder
» OPC UA Security Overview
» Questions
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OPC UA Goal: Secure Data Connectivity

Valid Systems
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Challenge: How To Keep It Secure

Must uphold:

Confidentiality Integrity Availability

How?

» Build standard with security in mind

« Use industry accepted standards & best practices
(Ex. WS-*NERC, ISA99, NIST...)

« Keep it flexible: Account for evolution
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Key Security Factors

1. Should the Client and Server trust each other?
2. Should the Server trust the current user of a trusted application?
3. How can the data be protected?
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Secure Communications
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Security Backgrounder

N
2 Physical Security Bl Digital Security
Physical Keys & Locks Cryptographic Keys & Algorithms
Keys - Physical Keys - Large Prime numbers (hard to guess)
Locks - Physical Locks - Cryptographic Algorithms
Lock & Unlock Encrypt & Decrypt
Block Access, protect contents Block Access, protect contents,

prove identity
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

[ Private Key A ] [ Public Key A ] @— [ Public Key B ] [ Private Key B ]

Sides A & B: Exchange Public Keys
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

Test Phrase

[ Private Key A ] [ Public Key B ] @— [ Public Key A ] [ Private Key B ]
Q >[ Test Phrase(B) ]

Side A: Encrypt “Test Phrase” with Public Key B, send to B
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

]
[ Private Key A ] [ Public Key B ] @— [ Public Key A ] [ Private Key B ]
H
[ Test Phrase(A) ]< | , D [ Test Phrase(B) ]

Side B: Decrypt with Private Key B, then Encrypt with Public Key A, send to A
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Topic 1: Establish Secure Communication

Focus: Mechanics

Side A Side B

Private Key A [ Public Key B ] @— [ Public Key A ] [ Private Key B ]

[ Test Phrase(A)

-_—

Side A: Decrypt with Private Key A — ensure both sides can process message
Asymmetric Encryption: Each side uses different key to encrypt messages.

Symmetric Encryption: Both sides use agreed to key for encrypt/decrypt
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Topic 1: Establish Secure Communication

Focus: Signing vs. Encryption

Private and public keys can be used for both functions:

* Signing: Proving you are who you say you are
 Encrypting: Protecting the data being sent so only receiver can read

Operation What'’s Generated Consumed

Generated Using Using

Signing CRC /Hash | Sender’s Sender’s
Private Key | Public Key

Encrypting Scrambled Receiver’s Receiver’s
Message Public Key Private Key
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Topic 2: Certificates

Focus: What is a Certificate

Side A

Certificate (X.509)

[ Public Key A ] « Key Thumbprint
« Key Size
Private Key A [ Public Key B e Location
» Expiration
« URI
 Usage...

Certificates provide:
1. standardized key encoding format
2. additional context (expiry date)
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Topic 2: Certificates

Focus: Trusting Certificates
Side A

Certificate (X.509)

+ Serial Number (Key!

+ Location )
: I-E-).cplratlon *e..'_--
(5]

Administrator

Private Key A [ Public Key B

Certificate Store

trusted...
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Topic 2: Certificates

» Example: Not Trusted Certificate

General |De13ils I Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: A Compliance Test Tool

Issued by: UA Compliance Test Tool

valid from 1/30/2014 to 1/4/2019

Install Certificate... |  Issuer Statement
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Topic 2: Certificates

Focus: Certificate Management

» Public Key Infrastructure (PKI)
o System for managing certificates
- Management options:

Self-Signed Local Certificate External Certificate
(Manual Process) Authority (CA) Authority (CA)
|
Pro: Pro: Pro:
- Low infrastructure cost - Medium/Large - Large installations
installations - Multiple CA's
Con: - Local trust Con:
- work intensive - Chaining - Medium/high cost
- does not scale well Con: - 3" Party trust
~ Medium cost ]
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Topic 2: Certificates

Focus: Scalable Certificate Management

Certificate Authority “chains”
» Create hierarchy

» Improve organizaton ..
» CAs issue/revoke certificates

» Applications selectively trust CAs

CN=Factory Root CA
CN=Factory 3 Root CA

Issues
Revokes

SN=1234 |

CN=Application X SN=1235 CN=Application X

SN=1236

Revocation List
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Topic 2: Certificates

Focus: Example Certificate Management Utility (OPC Foundation)

uA Configuration Tool
File Help
Manage Application | panage Certificates I hd

Manage pplioation | Manage Cetiicates | Manage COM

Applcation ToManage  [Ope.Ua SampleServer.Co

Application To Manage IDpn:.LIa.Samp

Displays the

View Applicalion Cartificate

Impors 2 ca

mport Application Cettficate...
Wiew Application Certificate. .

Creates ane

Create Application Ceiificate.

Assigns an e

Assign Application Certificate.

= % Import Application Certificate. ..
Assign Trust List Assigns ati

Add Centificate to Trust List... Copies a cal

Create Application Certificate. ..

Inport Cerificate to Trust List... Imports a ce

Copy Trust List Updates the

Marage Applcation Permissions. Manages ac 3 = " o
Azzign Application Certificate. .

Wiew Trust Listk. . I

Sezzign Trust List, .
- Available for OPC
Add Certificate ta Trust List. . .
Foundation members

Import Certificate bo Trost List

Copuy Trast List. .

kM anage Application Permiszions. ..
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OPC UA Security
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OPC UA Security: Overview

Security built into specification from ground up.

OPC Unified Architecture Specifications

Access Type Specification Parts

Part 1 - Concepts Part 8 - Data Access

——— — |
Part 2 - Security Model

Part 9 - Alarms and Conditions
A

Part 3 - Address Space Model Part 10 - Programs

—

Part 4 - Services Part 11 - Historical Access

Part 5 - Information Model

Part 6 - Service Mappings

Part 7 - Profiles
\
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OPC UA Security: Highlights

* Objectives, Threats, & Mitigations
» Secure Infrastructures

» Secure Applications

OPC UA Part 2
Security Model

OPC UA Part 7
Profiles

OPC UA Part
12 Discovery
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OPC UA Security: Objectives

» Application Authentication

o All application must have a unique Application instance Certificate
> URI should identify the instance, vendor and product

» User Authentication

- Username / password, WS-Security Token or X.509
o Fits into existing infrastructures like Active Directory

» User Authorization
o Granular control over user actions: read, write, browse, execute

» Server Availability

o Minimum processing before authentication
 Restricting message size
- No security related error codes returned

» System Auditability

o Generating audit events for security related operations
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OPC UA Security: Objectives

» Availability - Fast & Efficient Authentication H

OPC UA
Information and
Functionality

» Integrity - Signing of Messages

OPC UA
Information and
Functionality
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OPC UA Security: Step-by-Step

- Trusted applications
- Communication Setup

Create Channel

Create Session - User Authentication

Control Actions - User Authorization

Audit - Traceability via logging
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OPC UA Security: Channel Creation

End-User: Select needed security level, then connect. Easy.

Configuration Name LXPS.panoramix.local -Basic128Rsa15 - Sign & Encrypt (Uatcp-uasc-uabinary) Eas i I y C h 0 0 S e S eC u r i ty I evel :

iiiiii

[~ |

.....

- Sign & Encrypt
- Sign
- None (Least desirable)

ub H
cicp sl Local
e Local Metwork

- = 8‘ Custom Discovery
-4 < Double clic

=) Recently Us

dd Server.. »

Sre—— = 3, opc.top:/écalhost: 42020
g =} LJ UaServerC@Mate-LaptopXP5.panoramixlocal (opc.tcpl
e :mmd:: @i Mone - None (uatcp-uasc-uabinary)
— - |y Basic128Rsal5 - Sign (uatcp-uasc-uabinary)
 orvtekey [ ) Basic128Rsal3 - Sign & Encrypt (uatcp-uasc-uabinary)

- | Basic236 - Sign (uatcp-uasc-uabinary)
~ () Basic2536 - Sign & Encrypt (uatcp-uasc-uabinary)
1 -) Recently Used

onnect Automaticall
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OPC UA Security: User Authentication

End-Users: Have a choice on how to best identify self. Easy.

» 3 user login types (Token types):

1. Username/password

2. X509Certificate (Smart Card)

Configuration Name IJXPS.panoramix.loml -Basic128R=a15 - Sign & Encrypt (uatcp-uasc-uabinary)

Discover ¥ | Advanced I

Endpoint Filter: [No Fiter

[~ |

3. WS-Security Token (Kerberos or
SAML)

= ) UaServerC@Nate-LaptopXP5.panoramixlocal (opc.tep)
- @i None - None (uatcp-uasc-uabinary)

—Authentication Settings

" Anonymous

Username |userl
'y
Password
Certificate
r
Private Key
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OPC UA Security: User Authorization

Browse

Read ~/ x \/
Write ,/ x x
Execute x x \/
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OPC UA Security: Auditing

Evunts found: 13

» Log all actions e T

MG 20T10501  Cusiom feld smociated 1o saeans aaming 00000 G0 Field nama = Similar uss
23:20:08.000 Associaied soreens = [Detsolt Sowen. Aesolve have
Saretn. Wodliow Soeen]

. .
l l l I 20110801 Pamikion sssed wEmin 0:0:00000:1  Pan ien schase 10 = 10000
} I u I 23:24:48 000 Parminicn type = Aility b2 move oo Seteess projeds
o batwman werdizw o tha ws project (il appcatie)
tazta the usar can Galy mave imues 52 8 Erojest he o she
- . - .
Farmision ssded ssmin 0:0.0:00.00:4 | Parmissicn schams i0 = 13000

Parmimicn ype = Ability bs sdminble o seopec in SR4
Parminicn scheme name = Updated Ferminicn Scheme
MO 9491 | Pemision sheme added wamint DORDEET | Penmimion sheme desaiption = A new updeied
23:23:34 000 pesmission scheme

he the Teate prrian for
.
Fenmission soheme name = Updaled Fermission Scheme
} n e ra e WI 0110881 |Uar projece relus acited aamint DOOABE1T | Assigned projac sales = [For prajact Migration (uGR) sl
41828 500 Uaars, Fier projuct Migraticn (MGR] rels Devwlzssn]

Pemisicn scheme name » Updaled Ferminion Scheme
Lnsr naees = sdambsier

e (20110801 |User proups ecited samin 000:000:0:1 d = e jra-devel
231605400 Usar nar = adama
Froject wdited azmin 0:000000:1 | PrejectiD = 10100

Projact name = Wigratizn
Frjact URL = hitpwanw, migrtion-ges|act org
Fraject desaipiion = Migriion graject w1
Froject lead = admin

0910601 | Freject sdded wemin 0.0.00000:1 | Prejéct nama = Migratien

231805000 Frojact URL = hitp:twaw. migrmtionrcject o
Prejact my = MR
Frojac desaiption = Mi
Project lead = admin

on project

Use groups ined wEmin 00003 0:0:4

Unee groupn sioed acmin 00009007 Groups lah = [jiesadminivraten, jra-devalcpen]
User name = adampresie
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OPC UA Security: Services

OPC UA Part 2

Security Model
OPC UAPart4 OPC UA Part 6 OPC UA Part 7 OPC UA Part
Services Mapplngs Proflles 12 Dlscovery

 Secure Channel
e Sessions
e Audits
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— UA Server — ] UA Client —
Application Layer Sessions > Application Layer
Communication Layer Channels > Communication Layer
Transport Layer T Wire Protocol > Transport Layer
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OPC UA Security: Services

Get Endpoints

C |

OPC UA o | >
Server

/g

End Points & Security Info

OPC UA Client ’
Certificate Valid?

. NOT

A.’?’/n

CERT 1 «

CERT 2 « =
CERT 3 x m
CERT X x &
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OPC UA Security: Services

oy
.
g
“u

OPC UA
Server

/g

< Open Secure Channel |
| D §
=
Secure Channel Open

N OPC UA Client
Certificate
Valid? «

) NOT

CERT 1 «
v

CERT 2

CERT 3 X ﬁl.
CERT X 4 l %él
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OPC UA Security: Services

< Create Session |
OPC UA | >
server Q_H:._ Session ID

OPC UA Client
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OPC UA Security: Services

&

Q
Directory Service

< Activate Session
OPC UA ‘ |
Server afh:: Session Activated
4'&
Token
Authentication
NS
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OPC UA Security: Services

Symmetric Security

'-'-'E_?.-‘-?-

OPC UA \.;I Session established! .
Server © >
%:F

Routine Communication OPC UA Client
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OPC UA Security: Services

OPC UA Part 2
Security Model

OPC UA Part 6 OPC UA Part 7 OPC UA Part
Mappings Profiles 12 Discovery

« Technology Mapping
e Standards
« Algorithms
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OPC UA Security: Standards lased

r 1
OP( I A Part 6 OPC UAPart 7 OPC UA Part
ces Profiles 12 Discove

» OPC UA relies upon approved security standards

- WS-Security

> WS-Trust

- WS-Secure Conversation

> Public Key Cryptography Standards (PKCS)
o Digital Signature Standard (DSS)

> Advanced Encryption Standard (AES)
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OPC UA Security: Services

OPC UA Part 2
Security Model

OPC UA Part 7 OPC UA Part
Profiles 12 Discovery

 Make OPC UA Future Friendly
» Allow for use of different
encryption algorithms
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OPC UA Security: Configuration

OPC UA Part 2

Security Model
OPC UAPart4 OPC UA Part 6 OPC UA Part
Services Mappings | 12 Discovery

Global Discovery Service
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Global Directory Service (GDS)

OPC UA OPC UA OPC UA
Client Client Client N EW

GDS Features: - Security Config

- Find Servers

- Certificate creation / management

- Certificate Authority (CA)

- Management of Certificate
Revocation Lists (CRL)

- Push / Pull of Certificates / CRL

- Network wide server registry

GDS (Port:4840)

List of registered UA Servers

- Security Config
- Register Server

LDS

OPC UA
Server
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Conclusion

» OPC UA security should be part of a security management system

» OPC UA is secure-by-design addressing security concerns by
providing:
> Authentication of Users, Application instances (Software)
o Confidentiality and integrity by signing and encrypting messages
o Availability by minimum processing before authentication

> Auditability by defined audit events for OPC UA operations

» OPC UA allows different levels of security

» OPC UA certificate management can be retrofitted or new!
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Questions?

Nathan Pocock Darek Kominek Paul Hunkar
Technical Director Strategic Marketing Manager Technical Director
OPC Foundation MatrikonOPC DS Interoperability LLC
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Thank You

Nathan Pocock Darek Kominek Paul Hunkar
Technical Director Strategic Marketing Manager Technical Director
OPC Foundation MatrikonOPC DS Interoperability LLC
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OPC UA Security: Technologies

Main goal(s) Algorithm(s)/ Usage
Standard(s)
MACs Authentication, » HMAC-SHA1 » Message authentication
Integrity » HMAC-SHA256
Signature Authentication, » RSA-SHAL » Signing certificates, security
Integrity handshaking
Symmetric Confidentiality » AES-128-CBC » Message encryption
Encryption » AES-192-CBC
» AES-256-CBC
Asymmetric Confidentiality » RSA-PKCS1 » Security handshaking
Encryption » RSA-OAEP
Key Generation | Confidentiality » P-SHA1 » Session key generation (for message
encryption)
Certificates Authentication, » X.509 » Application authentication, user

Authorization

» X.509v3 (Extensions)

authentication, key exchange
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Subject Names

» Subject names identify the holder of the certificate
o Structured value with multiple fields

Common Name (CN)

Organization (O)

Country (C)

Domain (DC)

o

(¢]

o

o

» String syntax for display purposes
o CN=UASampleServer,0=MyCompany,DC=MyComputer

» Subject names are not guaranteed to be unique
o Thumbprints better choice when a unique id is required
o Thumbprint is the SHAL1 digest of the DER encoded certificate

%)Hf’ﬂ @ Matrikon0PC %

FOUNDATION

46


http://snd.securitymediapub.netdna-cdn.com/wp-content/uploads/2011/01/Matrikon-OPC-logo.jpg
http://snd.securitymediapub.netdna-cdn.com/wp-content/uploads/2011/01/Matrikon-OPC-logo.jpg

Subject Alternate Names

» Specify additional names for the certificate
o Used for validation purposes
- Domain Name, IP Address, Application URI

» The alternate name binds the certificate to a context
- Domain/IP address must match the host in the Endpoint URL
o The URI must match the URI in the Application Description

» Helps prevent spoofing
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Administrator Perspective: Certificates

C \
%

Certificates Authorities
» Certificates stored in a “trust list”: 4 ) pi
> File structure - l“
> Windows Certificate Store ' "J"dd
. . . 4 | trusted
» Application’s certificates must be | cets
.l
trusted, to connect _
4 ) pki
» Move certificates from “rejected” 3 oo
,crl
to “trusted” | own
| rejected
4 | trusted
. certs

%{]“n erabll |

Auditing

-~

A [] Mame

5] 41F383467B04265018584364ATACBEB. .
[5] EBDCDDCE311DERTAFDN 2C414ECABFT...

These apps
can’t connact!

-~

* [] Mame

(5] 41F883467B04265018584364ATACBEB...
[5;] E3DCDDCE311DESTAFDN 2C414ECABFT...
5] opcuactt.der

Tness 2pps
czln conneact!
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Administrator Perspective: Certificates

%
Certificates Authorities Auditing

UA Configuration Tool

» Certificate stores scale poorly in ™ *

anage Securty = Manage Application = Manage Cerificates | Manage COM Interop - HTTP Access Rules

large environments. . |

Store Path “tCommonApplicationData a5 Create Certificate Authority

CA Key File 2 Directory W
} Ad m i n i Strative b u rd e n Of tru StS an d \iew Certficates Store Path “CommonApplication Data®:\OPC Foundation'Cerificate Stores\UA Certfficate / v Erowse...
| Create Certficate Authoriy. ke | Browse...
CA Passwol rd

n O _tru StS etC ] Select and Issue Certfiicate.. puborty Nore oo Deporrert

Import and |ssue Certfficate. ..

Crganization Mr Organization
. .. o e e Subject Name CMN=Industrial Department./0=Mr Crganization |
» Certificate Authorities (CA) can ot CetcaeoSoe- | || oy 1z
Import Certificates into Store... Lifetime B0 % Months

lssue SSL/TLS Certficate... Passwo rd T

iIssue certificates. g SSLUTLS ottt | || Ve Pasovrd

» Trust the CA, and implicitly trust all

apps who certificate was issued
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Administrator Perspective: Certificates

—
k"\
Al
-
9)
(0 )

Authorities Auditing

ol UA Configuration Tool

» CAissues App Certificate

Manage Securty | Manage Application | Manage Cerfficates | Manage COM Interop | HTTP Access Rules

. . . Store Type | Directory v
} E aS I e r to m al n tal n Store Path “tCommonApplicationD) = (et EardicEs -0

CAKeyFile  |C:\ProgramData'OPC i Dkec oy he
re Path %CommonApplication Data*\OPC Foundation'Certificate Stores Machine Defaul Browse...
View Cerificates...
} O rg an I Z atl O n C re ate h aVe > 1 CA A Key File C:\ProgramData"OPC Foundation'Certficate Stores\UA Cerfficate Authorties'priva| | Browse...
Create Cerificate Authority...
CA Password

| Select and Issue Certfficate. Application Name | MicroServer

Import and lssue Cerfficate...

CA1 | (11 k b} ) t' f' t Organization
} S Can a S O revo e Ce r I I Ca eS Export Private Key.. Application URI  |um:SomeServer. SomeOrganizationl:Opc Ua:Micro Server
Impart Certificate to Store Subject Name CMN=MicroServer/DC=5omeServer.SomeCrganization
th t h b 1 d Import Certificates into Store... Domains SomeServer. SomeCOrganization| |
at nave peen compromiseada. e Y e =
Bind SSL/TLS Cetficate. . et ol | U
Key Format PFX v
oK Cancel
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OPC UA Security: Flexibility

» Flexibility and Extensibility

> Profiles and Policies

- Profiles list various functionalities of UA applications

—)

Communication Layer
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OPC UA Security: Flexibility

» Flexibility and Extensibility

> Profiles and Policies

- Profiles list various functionalities of UA applications

\
— |
 Security Policy 3
Communication Layer
/
Encryption Alg. 5
Encryption Alg. 5

Transport Layer
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Provisioning / Setup - Server __EE

MyDevice

MyServer

EndPoints

Password ineDefault
Protect

Security User Token

Policies Policies & /StoreType>
; IApplicationData%\Y oko

I </ >

adeany <1  Administrator s>

<StoreType>Directory</StoreType>

wa\Cery’ cateStores\UA Applications

Security

Configuration erverSe <StorePath>%CommonApplicationData%\Yokogawa\CertificateStores\UA Certificate A
SecurityPolic </Trus
I — <Reje(
<Sto ype>

<Sto
</Reje
</Security

itionData%\Yokogawa\Certificate Stores\RejectedCertifi
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Provisioning / Setup - Client

MyDevice

MyServer

EndPoints | _
Password
Protect

ertificate store
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